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论个人信息非物质性损害的认定规则 
 

刘 云 
 

 

摘 要：个人信息的非物质性损害主要包括外部风险的损害和内心焦虑的损害，属于个

人信息侵权实践中最常见的损害类型。中国、美国和欧洲在个人信息非物质性损害的认定规

则中存在很大差异，但是中国越来越多的法院开始承认个人信息非物质性损害具有可赔偿

性。非物质性损害的“损害范围”在近现代呈扩张趋势，相关损害具有的显著性和客观性依

然是个人信息损害赔偿的必备条件，并可以作为证明个人信息的外部风险和内心焦虑达致相

应标的要因。从赔偿范围认定上而言，外部风险损害包括采取措施降低风险而支出的合理成

本，以及个人信息主体因为侵权行为增加的合理生活成本视为风险损害；内心焦虑损害主要

适用于承载重要财产安全、人身利益的敏感个人信息的救济，同时也可以通过个人信息自身

的人格权益损害填补法律法规无法保护的个人信息。《个人信息保护法（草案）》第 65 条需

要构建法定损害赔偿规则，明确酌情裁定的赔偿范围和损害赔偿的考量因素；还需要进一步

理解和完善无过错的责任减免规则，构建更加具有指导意义的分类免责模式。 
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ף ҩֲḤ ԅҍֲ ≠ ȁ ֟≠ ῏ ᴧ ᴇṿ̆ѿ ҩֲḤ ⌠

᷅ ̆ ᴪ ֟ ȁֲ ᴴ ӊ ̆Ӟ ᴪ ῤ ӊ

Ȃ ԍ ҉ ΐ ễ ̆ ⌠

̆ ↕ ᶭ ⌠ Ȃ ȇ Ḡ

ᶛȈ̂ GDPR̃ 82 1 ľ̆ᴋᵥ ҹ ᶛ ⌠ ᴴ ֲ

׆ └ ễĿ̆ ԅ ҩֲḤ
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≠ ễ ᴋ ҩֲ̕ ⌠ ҩֲḤ ≠ ץ , ֲ

’ ễ ŀŀĿ ľ Ŀ ̆ ֓

̆ ↕ ᵥ ѿ ̆ ֓ ⱬԍ ‗

Ȃ 

一、非物质性损害在个人信息权利保护司法实践中的矛盾 

ҩֲḤ Ḡ └ ̆ҩֲḤ ῏ ҹ Ȃ

ҩֲ̆Ḥ ҹ ᵣ Ȃ
Ȑ1ȑ ȇҩֲḤ Ḡ ̂ Ȉ̃ Ҭ̆

ѿ֓ԑ ᴑҙ Ӟ ҩֲḤ ᴆ ᴪ₮ Ȃҹԅ └ҩֲḤ ᴆ

̆ ҹ Ԉ Ȃ ԍ 2016

Spokeo v. RobinsȐ2ȑ ῏ҩֲḤ Ḡ ᴆҬ̆ ₮̔

ԇ ᴧ ≠ӊ ̆ ᴆ̆ ӎ ᴆ ⱬȂ ӎ

└ ̆ Ԉ ΐ̆ץ ≠

Ȃ └ ѿҩ ץ̆└ ҹȂ
Ȑ3ȑҹԅ ᾧ ̆

ᵣ҉ ΐ Һᵣ ̂standing̃̆ ȇ Ȉ 3

ᴆ ԅԊ ҉ ̆ Ḡ ≠ ᷅ Ȃ ↕

҉ ΐ ≠ ̆ ễ ᵣ ῏ ҉ ΐ Ȃ 

ԍҩֲḤ ֟ ȁ ’̆

ᵣ ҹ ῤ ̆ Ӟ ץ ̆ᵖ ѿ

ȁҌ Ȃ ̆ ῤ ץ ễ

Ȃᶛ ̆ ̂2020֤̃ 02 10179 ȁ̂ 2019̃ 02 717 ȁ̂ 2020̃ 02 4520

ȁ̂ 2019̃ 04 3244 ῏ ᶛҬ̆ ῏ҩֲḤ ᷅ ̆ ҹ

ҽ Ȃ ̆ Clapper v. Amnestŷ 2013̃

Ҭ̆ ҩֲḤ Ḡ ̆ľ Ŀ ľẊ Ŀ

Ҍ ⌠ Ȃ
Ȑ
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҉ ễ Ȃ
Ȑ5ȑ ̆ ȁ ≠ ѿ֓ Ӟ ԅ ᵌ ̆

ҹҩֲḤ ≠᷅ ΐ ễ ⱳ ̆ᵖ ֽֽ ῤ

̆ ễ Ҍ ⌠ Ȃ 

ҍӊ ̆Ӟ ѿ ҹ ҩֲḤ ≠ ễȂᶛ ̆ ֤

ԍ 2018 ∞‗ ֟ ễ 10 ҆ᾝȂ
Ȑ6ȑ Ḥ ӥҩֲḤ Ḡ

Ҭ̆ ֤ԑ ᶏ ҩֲḤ ҹ ̆ ∞‗Ả

᷅ ȁ ӊ ̆ ∞‗ Ὲ ễ Ὲ 6 660 ᾝȂ
Ȑ7ȑ ҩֲḤ Ḡ

Ҭ̆ ֤ԑ ᶏ ҩֲḤ ҹ ̆ ∞‗Ả

᷅ ȁ ӊ ̆ ∞‗ ễ ‼ 1 000 ᾝ 4 231

ᾝȂ
Ȑ8ȑ ֤ԑ ễ ԇץ ̆ ԍ ῤҩֲḤ Ḡ

Ҭ ễ ῖ ᶛ̆ᵖ ѿ ₮ ԅ ễ ‰ ῃҌ

ѿ Ạ ̆ᵣ ₮ ӎ ѿ ‰Ȃ Spokeo v. 

Robinŝ2016̃ Ҭ̆ ҹ ⌠ѿ Ӟ ץ ҩֲḤ ễ

̆ᵖ Clapper v. Amnestŷ2013̃ ̆ ҩ

҉₮ ԅ Ԉ Ȃ ╠̆ ҈ȁΈȁ҂ȁӜ ҉ ᴶ ֒ ҉

ҩֲḤ ≠ ᴆҬ ץ ễ ̆ῒז ҉ ↕ Ҍ

ѿ Ȃ Remijas v. Neiman Marcuŝ2015̃ Ҭ̆ ҂ ҉ ₮̆Ҍ

Clapper v. Amnestŷ2013̃ Ҭ ᵬ∞‗ ̆ Һ

⌠ԅľ ҉ Ŀ̂objectively reasonable likelihood̃ ‰ ץ ễȂ
Ȑ9ȑ ̆ Vidal-Hall v. Googlê2015̃ ҬӞᵬ₮ԅ⅞ ף ∞‗̆ ҹ

̆ Ԋֲ ץ Һ ễ̆ғ ễ Ҍץ╠ ҹ Ȃ
Ȑ10ȑ

≠ ῌ № 2019 ץ Ӟ ╠ץ Ạ ̆p ץֽ ҹ ҩֲ Ḡ

ҹ ∞ ễ Ȃ
Ȑ11ȑ 

ȇҬ ֲ ῍ ῖȈ̂ Ҋ ȇ ῖȈ̃ ȇҩֲḤ Ḡ ̂ Ȉ̃ ῏ ̆

ԍҩֲḤ ≠᷅ ̆ ֲ ≢№ץ ֲ ȁ ễ ȁ ȁ

                                                        
Ȑ5ȑ AG Diez, Urteil v. 7.11.2018, Az. 8 C 130/18. 

Ȑ6ȑ ҍ қ ̆ ֤ ֲ Ԋ∞‗ӥ̂2018֤̃ 0105 ∆ 9840 Ȃ 

Ȑ7ȑ ̂ ̃ Ὲ ȁҩֲḤ ᷅ ᴋ ̆ ֤ ԑ Ԋ∞‗ӥ̂ 2019֤̃ 0491

∆ 16142 Ȃ 

Ȑ8ȑ ‼ ֤ Ὲ ȁҩֲḤ ᷅ ᴋ ̆ ֤ ԑ Ԋ∞‗ӥ̂ 2019֤̃ 0491

∆ 6694 Ȃ 

Ȑ9ȑ Remijas v. Neiman Marcus Group, LLC, No. 14 − 3122 (7th Cir. 2015). 

Ȑ10ȑ Vidal-Hall v. Google Inc. ([2015] EWCA Civ. 311). 

Ȑ11ȑ Case Cg 30/19b, Regional Court Feldkirch, 7.8.2019, Computer Law Review International (2019) 57, 147; Case no 7560515 CV EXPL 

19 − 4611, Court Amsterdam, 2.9.2019, Jurisprudentie Arbeidsrecht (2019), 241. 
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Ҍ ≠ ȂῒҬ̆ Ҍ ≠ ҹҽ ᴋ

₮ ҩֲḤ ≠Ḡ ӊҬֲ̆ ễ ҩ

ֲḤ ≠ Һ Ȃ ȇ ῖȈ ꜚ ̆ ֲ ᷅ ᷅

ӊ ̆ ֲ Һץ ֲ ̕ ̆ ֲ↕ Һץ ᷅ ̆

≢ ễ Ȃ
Ȑ12ȑ ѿ ₮ ̆ ԍҩֲḤ

┘ȁ ֟ҡ ȁֲ ῃ ⌠᷅ Ȃ ̆ ץ ҹ

ῤ Ҭѿ Ԉ Ȃ׆ ҉ ȇ̆ ῖȈҬ ֲ ֽ Ả ᷅ ȁ

Ȃ
Ȑ13ȑ ҩֲḤ Ҍ ̆ Ӈ ֲ

̆ Ҍ ễ ̆ ễ Ԋ

ễȂ ╠̆ ȇ1974 Ȉȁ ȇ Ḡ ᶛȈȁ ȇⱴ Ȉ

ȇ ῖȈȇҩֲḤ Ḡ ̂ Ȉ̃ ҩֲḤ ᷅ ץ ⌠ Ԋ

ễ̆ᵖ ҩֲḤ ễ ↕ ῤ ѿҩ ̆ ԍҩֲ

Ḥ ễ ԍ׆ Ҍ ⌠ Ҭ̆p Ҍ ̆

ӂ ѿ ӊῤׅ ѿ ∞ ↕̆ῒ ₮ ΐ ῍ ↕ №

ԈȂ 

二、个人信息非物质性损害具备可赔偿性的条件 

（一）构成法律上认可的“损害” 

᷅ ễ ᴋ Ḡ ̆ ᴪ ᴪῒז ҹֲ⇔ ҹ

ӈⱵ̆ ҉ ľ Ŀ ῤ̆ץ ≠Ḡ ҹ

ᴇṿȂ׆ ҉ ̆ ף ѿ Ȃᵬ

ҹ᷅ ̆ ȇ Ȉֽֽ ΐ ễ ̆ ҹ

ễ ѿ ҹѿ ҹֲ ꜚ ̆ ↕

Ҍ ԍ ễ ῤ Ȃ
Ȑ14ȑ Ꞌ 16 ҕ ԅľ Ŀ ̆ ῒῤ ׆ ҉

֟ ⌠ֲ ≠ ᷅ ז̆҉ ҹľҩֲ қ ⁞ Ŀ Ҍֽ ֟≠ Ҧ

̆ ғ ѿҩֲ Ḡ ľ ᵣȁ ȁ Ŀ ᴇṿ Ҧ Ȃ
Ȑ15ȑ ԍ ѿ ȇ̆

ῖȈ 1382͘1383 ԅ ⱴѿ ̆ ҹľᴋᵥ ҹֲ̆ ῒᴋᵥ ץ̆

ᴋᵥ ֲ ᴋᵥ ̆ ῃ ễ ᴋĿ̆ ѿ

̂1843 ȁ̃ ᴪҦ ễ̂1932 ȁ̃ ễ̂1863 ȁ1970

                                                        
Ȑ12ȑ ≠ ȇ̔ ῖֲ Ҭꜚ ҍ Ȉ̆ ȇ Ȉ2020 4 ̆ 10 Ȃ 

Ȑ13ȑ ȇ̔ ῖҬ ֲ Ȉ̆ ȇֲ Ȉ2020 10 22 ̆ 5 Ȃ 

Ȑ14ȑ̵ ̷ ¥ ȇ̔ ҉ ӊṽȈ̆ ̆ ȇ Ȉ2018 1 ̆ 82 Ȃ 

Ȑ15ȑ̵ ̷ Ꞌ ȇ̔ Ԉҍ Ȉ̆ ᵥאל ̆҉ ֲ ₮ 2005 ̆ 250 − 251 Ȃ 
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Ȃ̃ȇ ῖȈ ѿ Ḡ ֲᾧ ᴋᵥ ̆

׆ Ȃ ̆ ҹ ᷅ ᴋ ѿ ҈ ̔ Ḡ

≠ ̕ ễ ⱬ̕ẁ ԍ᷅῀ ԍ ≠ Ȃ
Ȑ16ȑ ̆ץ

҉ ̆ └ Ȃ 

ҩֲḤ ҉ ԍ ѿҩԊ ̔ ȁ

Ȃ
Ȑ17ȑ ̆ ל ̆

̆ᵖ ľף Ŀ Һ ̆ Ӟ Ҋ

҉ ľ ĿȂ ᷅ף Ҭ̆ΐ ễ ᷅

ֲ᷅ ԅֲז Ԋ ̆ғ ԍ ץ Ҍ ᷅ ֲⱴץ ễ̆ ῏

ԍ ᴇṿ ᵞᴇṿ ᴇṿ Ȃ
Ȑ18ȑ ̆ ԍҌ Ḡ

≠ Ḡ Ҍ ̆ ῐҩֲḤ ҍḤ ȁ ≠ ‖ ̆

ҩֲḤ ҹѿҩԊ ҍ ֜ Ȃѿ ҹֽֽ̆

ѿ ≠ Ҍ ꜚ֟ ѿҩֲ ҉ ≠ ̆ ̆ҩֲḤ ễ

ԅ ҹΐ ̆ ᷅ ҹ ԅ ҉ Ȃ 

ҩֲḤ ᵝ ̆ҩֲḤ ≢ԍ ҹҌΐ ᴇṿ̆

ҩֲḤ ף ԍҌ Ὲ ̆ ’ҊҩֲḤ ᷅ Ҍᴪ

ῒז≠ Ȃҍ ̆ԑ ף ҩֲḤ ӊ ̆ Ữ ҩֲḤ

Ҍ № ץ ӄ ҩֲḤ ῏ ̆ ̆ ᴴ Ӟ ӄ

Ȃ
Ȑ19ȑ ҩֲḤ ȇ ῖȈҬҌ ԍľ ≠Ŀ ̆ᵖ ҩֲḤ ᶭ ΐ

ᴇṿ̆Ӟ ҩֲḤ └ ȂȇҩֲḤ Ḡ ̂ Ȉ̃ῃ ᵝ ԅ ֲΐ

ῃ ≠ Ḡ ῒ≠ ̆ҩֲḤ Һᵣ № ҩֲḤ Ҍ

ҩֲḤ └ Ҧ ҩֲ̆Ḥ Һᵣ Ӟ ₀ ԅ ≠ Ḡ ᴇṿ ̆

̆ҩֲḤ └ ᷅ ץ ҉ Ȃ 

（二）损害具有显著性 

Ԋ ᴋ Һ ⱳ ̆ ῃ ễ Ԋ ᴋ ↕Ȃҹ ̆

ȇҩֲḤ Ḡ ̂ Ȉ̃ 65 ľ Ŀ └ȂGDPR

146 Ӟ ₮ ľ̔ └ ễᴋᵥֲ ҩֲḤ ᴋᵥ Ȃ

                                                        
Ȑ16ȑ̵ ̷ ≠ ¥ ȇ̔Ώ ȅ Ȇ᷅ ҹ ╠ Ȉ̆ ↔ ȁ ᴟ ̆ ȇ Ȉ2016 1 ̆

283 Ȃ 

Ȑ17ȑ Daniel J. Solove & Danielle Keats Citron, Risk and Anxiety: A Theory of Data-Breach Harms, 96 Texas Law Review737, 737 − 738 

(2018). 

Ȑ18ȑ ȇ̔᷅ ᴋ Ȉ̂ 3 ̃̆ ₮ 2020 ̆ 227 Ȃ 

Ȑ19ȑ Justin H. Dion & Nicholas M. Smith, Consumer Protection—Exploring Private Causes of Action for Victims of Data Breaches, 41 

Western New England Law Review 253, 260 (2019). 
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∞ᶛ ᵬ ӈ ̆ῒ ᾟ№ ᶛ Ȃ Һᵣ

⌠ᾟ№ ễȂĿᵖ ̆ ԅ ȁ ≠ ̆ № ᷅

ễѿ Ҥ ᵬҹ ễ ᴆȂ GDPR ӊ

╠ ̆ ľҤ ᷅ ֲ Ŀ ҩֲḤ ҹ ễȂ
Ȑ20ȑ ȇ ῖȈ

1183 1 ľ᷅ ֲֲ Ҥ ̆ ᷅ ֲ

ễĿȂӊ ץ ľҤ Ŀ ̆ ҹ ΐ ѿ ᵈ ̆

ԍ ᷅ ҹ Ȃ ╠̆

‰֜ ῏ ̆ҩֲḤ ᵬҹ ῐ ̆Ҍ ῏ ῒ

Ҍѿ Ȃ ̆ҩֲḤ Һᵣ ԅҤ ̆↕Ҍ

᷅ ֲ ễ ᴋȂ
Ȑ21ȑ Ḡ ‰Ҍ ’Ҋ̆ Һ

ҽ ↕ ῒ ΐᵣ ̆ ῐ ԍ ӎῈ ‰

ץ ҉ ₮ ⱬ Ȃ 

ҩֲḤ׆ ᴇṿ ̆ ҹ ҩҩֲḤ ᴇṿ Ҍ Ȃᶛ ̆ ֲ

ҩֲ ᴇṿ ԅ ̆ ₮ ҩ ֲ ᴇṿҹ 0.007 ᾝ̆ ₮ ֲ

ᴇṿҹ 1.78 ᾝȂ
Ȑ22ȑ V̆erizon ₮̆ ҩֲḤ ҹ 58 №

Ȑ23ȑ̕

Ponemon Institute ↕ ̆ ҩֲḤ 200 ᾝȂ
Ȑ24ȑ׆ҩֲḤ

̆ҩֲḤ ҆ ҩֲḤ ̆ ԑ ᴑҙ ҩֲḤ ᷅

ץ ַ҆ ≢ ̆ ҹҩֲḤ ץ ⌠ ַ҆ ᾝȂ

̆ ҩֲḤ ᶭ ‗̆ҩֲ Ԋ ᶭ ⌠ҩֲḤ

ҹ ҩҺᵣ ԇץ Ȃ 

’Ҋ̆ ᴪ ῏ֲ ҌḂ̆ ȁ ᴆȂ ∞ᶛ̆

Ҍ ֓ ᴆҬ ₮ ễ Ȃ ҹ̆ľ Ŀ

̂Bagatelverstöße/minor damages̃̆ Ҥ ᷅ ֽ ҩֲ Ҍ ̆

Ҍᴪ GDPR 82 ᴋᵥ ễ Ȃ ԅט 50 ᾝ

ҹ̆p ↕ ҹҌ ᵬ₮ ‗Ȃ
Ȑ25ȑ ѿ∞‗ ҉ Ҍ ҩֲḤ ᷅  

                                                        
Ȑ20ȑ Jonas Knetsch, The Compensation of Non-Pecuniary Loss in GDPR Infringement Cases, 2020 European Journal of Privacy Law & 

Technologies 63, 67 − 69 (2020). 

Ȑ21ȑ ȇ̔ ᷅ ҩֲḤ Ԋ ᴋȈ̆ ȇ ̂ ᴪ Ȉ̃2020 2 ̆ 46 Ȃ 

Ȑ22ȑ ȇ̔ Ȉ̆ ȇҬ ᴪ Ȉ2020 11 ̆ 123 Ȃ 

Ȑ23ȑ Verizon Enterprise Solutions, 2015 Data Breach Investigations Report, Verizon (4 January 2021), https://enterprise.verizon.com/ 

resources/reports/2015/data-breach-investigation-report_2015.pdf, p. 28. 

Ȑ24ȑ  Ponemon Institute, 2015 Cost of Data Breach Study: United States, Techdata (4 January, 2021), https://www.techdata.com/ 

(S(pqmxeiiclvfaxq55ym5t4g55))/techsolutions/security/files/Reports/2015_Cost_of_Data_Breach_Study_United%20States.PDF, p. 1. 

Ȑ25ȑ OLG Dresden - 4 U 760/19, AG Diez, Urteil v. 7.11.2018, Az. 8 C 130/18. 
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ᴆҬ ễ̆ᵖ ѿ ↕ ԍ 1995 ȇ ҩֲ Ḡ Ȉפ ᴰ ̆

GDPR ῃ ễ ↕̆ῒז ҩֲḤ

ễ ̆ ҩֲḤ Ḡ ᴆҬ Ӟ ᴪ ѿ Ȃ 

ҩֲḤ ѿҩ ̆ל ΐ ᶭ ᴆӊѿ̆

ᾧҩֲḤ ȁḠ ҩֲḤ ≠ Ȃ ҩֲḤ ̆ ҩֲ

Ḥ ץ ΐ ̆ ҩֲḤ ҩֲḤ

ṜӞ ץ ΐ Ȃ ҩֲ̆Ḥ ҩֲḤ Һᵣ̆

ҩֲḤ ≠ ⱬ ̆Ӟ ᵬҹץ ԇץ Ȃ 

（三）损害具有客观性 

ҩֲḤ ֟≠ ֲ ≠ ̆ᵖ ҩֲḤ ΐ

Ӟ ѿҩ Ԋ ֜ Ȃ ΐ ̆ Ҍ Һ

̆ ∞ ‰ Ȃᶛ ̆ҩֲḤ Ҍ ԍ ᴍ ̆ ᴍ

῏ Ȃ ᵣ ̆ Ҭ ̆ Ҭ

ѿ ̆ῒ ԍ ׆̆ ⌠ ץ

ễ ‰Ȃ Alleruzzo v. SuperValû2019̃ Ҭ̆ ῇ ҉ ҹ̆

Ḥ Ḥ ̆ ᴍ ̆ ҹ Ҍ ֽ Ḥ Ȃҍ

̆Ḥ Ὲ ᴪ ҹ̆ Ḥ ѿҩ

Ԋ Ȃ ҩֲḤ ֟ ễ̆ ץ ₃ Ῥ ₮ Ԋ Ȃ
Ȑ26ȑ

̆ ễ ⌠ Ȃ Ḃ ῤ₮ ̆ᵖ

ԍ ̆ ҽ ȁ ῏Ԋ Ӟᴪⱴ Ȃ 

ΐ ₮ ȁ ⌠ҩֲ ȁ

̆ Ҍ Ẋ Ȃᴰ ץ

̆Ӟ ץ ȂҩֲḤ ⌠᷅ ̆ ΐᵣ ῃ ‗ԍ

̆ Ҍ ѿҩ ᴆ ᴪ Ȃ ’̆

№Ҍ ᴆ ᴆȂ ԍ ᴆ̆Ҍ ᶏ

‰̆ ᴨל ↕ ᴪ Ȃ ҩֲḤ ῳ ȁ

̆ ץ ᴪ ̆ ץ ҹ Ȃ ҩֲḤ

₮ Ԋ ̆ᵖ ҩֲḤ ᷅ ᵣ ₮ ̆

ץ ⌠ҩֲ ̆ ԍ Ȃ
Ȑ27ȑ ץ ̆ Ӈ ֓

ҹ Ȃ Ҍ ץ ̆ ֲ ⱴ

ԅ Ȃ ̆ ץ Ӟ ץ ᷅ ֲ ⌠ Ȃᶛ ̆ҩֲḤ

                                                        
Ȑ26ȑ Alleruzzo v. SuperValu, Inc., No. 18 − 1648 (8th Cir. 2019). 

Ȑ27ȑ Horizon Healthcare Servs. Data Breach Litig., 846 F. 3d 625, 639 (3d Cir. 2017). 
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ֲ ̆ ֲ ≠ ꜚ̆ғ ԍҩֲḤ ԅѿ ᴇṿȂ ᶏ

ҩֲḤ ᶏ ̆ҩֲḤ Ӟ׆Ҭ ԅ ᴇṿȂ 

ṿ ̆ ѿ ̆ ҉Ҍ Ȃֲױ ҩֲḤ

ΐ ̆ Ҭᾟ ҍ ̆ ֲ ᴪ

ױז ֲ ⱴẒ ץ̆ ễ̆ᵖ ḤȂ ғ̆ Ḃ ֲ

ῒ ױז̆ ễ Ӟ Ҍ Ȃ ̆ ֲ ᵀ

‗ԍῒ ᷅ Ԋᴆ ᵣ ̆ ҍ ӊ ̆

╠ ᴪҬ ᴇ ῍ Ȃ
Ȑ28ȑҩֲḤ ̆ ҉Ӟ

ԊֲҺ ₮̆ Һ ∞ Ȃ ̆Ҍ Ԋֲ ҩֲḤ

ễҹ ҆ᾝ̆ ѿ ץ Ҍ Ҍԇ Ȃ Equifax ҩֲḤ

ᴆҬ̆ ҩ Ԋֲ ѿҩ Ҭ ₮ԅ 7 500 ҆ ᾝ ̆ ↕ ҹ

̂speculativẽ Ȃ
Ȑ29ȑ ҹ̆ҩֲḤ ễ ץ

ԇץ ̆ᵖ ‰Ȃҹԅ ҩֲḤ ễ ѿ ̆

῏ ῏№≢ ԇץ Ȃ 

三、个人信息非物质性损害赔偿的范围 

ҩֲḤ ễ Ҭ̆ ₮ ễ ѿ ң

̔̂ 1̃ ҩֲḤ ᷅ ᴪ ̆ ₮

ễ Ȃ̂ 2̃ ҩֲḤ ᷅ ҹ ⌠ ̆ ῤ ₮

ễ Ȃ ֓ ץ ԍ ễȂ 

（一）外部风险的损害赔偿 

᷅ Ҭᵬҹ ễ ᴋ ᶭ Ȃ
Ȑ30ȑ ΐ

̆ ҹҩֲḤ ễ Ҭ Ȃ ᵌ Ҍ ̆

ҹҩֲḤ ҉ ԅ ≠ ̆ѿ℗ ץ ҹҩֲḤ ᷅ ֟ ȂҩֲḤ

᷅ Ӟ ֟ Ҍԅᴋᵥ ̆ᵖ ԍ ҩֲḤ Ḡ ↕̆ҩ

ֲḤ ҩֲḤ ꜚҬ ᵀ̆ ῏ ᵀ ᵬ₮

ᵞ ҹ̆ ҩֲ̆Ḥ Ӟ ץ Ȃ
Ȑ31ȑ

̆ ԍ ᵞ ҉ ̆ Ҍ ҹ ֽ

                                                        
Ȑ28ȑ ȇ̔ ȁ ᴇҍ ễĺĺ ԍ № Ȉ̆ ȇ Ȉ2018 3 ̆

28 Ȃ 

Ȑ29ȑ Granger v. Equifax, Inc., 2020 U.S. Dist. LEXIS 153554. 

Ȑ30ȑ̵ ̷ ¥G. ȇ̔᷅ Ȉ̆ ̆ ֤ ₮ 2016 ̆ 408 − 410 Ȃ 

Ȑ31ȑ Daniel J. Solove & Danielle Keats Citron, Risk and Anxiety: A Theory of Data-Breach Harms, 96 Texas Law Review 737, 746 (2018). 
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ֽḠ ҌḠ ᵞ Ȃҹԅ ᾧ

ễ ӎ ̆ ץ Ὲᾛȁ ‰ ễ ̆ ҩֲḤ

⅞№ҹң №̔ ᵞ ₮ ҩֲḤ ⱴ Ȃ 

ῒѿ̆ ᵞ ₮ ҹ Ȃѿ ֲ ⌠ҩֲḤ

᷅ ̆ ≢ Ԋᴆ ̆ ֲ ᴪ Ḡ ̆ ῒҩֲḤ

ѿ Ȃᶛ ̆ ҩֲḤ ֲ̆ ḱ ȁ− ȁ ҩֲḤ ̆ ӯ

ѿ⌠ң Ḡ ȁ ӯḤ ⱵȂ ֓ ’Ҋ̆ ᾢ ט ӯ

Ⱶ̆ ף ԅѿ ̆ ԍ ᾟ№ ҩֲḤ Ḡ ӈⱵ ֟ Ȃ ѿ

֓ ҹ ֲҹ└ ̆ᵖ ӊῤ ȁ⁞

ҹ̆ ץ ѿ ҉ ᾧ ⱴ Ȃ ԅ⁞ ҩֲḤ Һᵣ ̆ ט ΐ

ңҩ ̔ҩֲḤ ᾧ ễҌῬ ᴋ̆ ץ ꞉ҩֲ

Ḥ ῃ ҙ Ȃ 

ῒԋ̆ ҩֲḤ Һᵣ ҹ᷅ ҹ ⱴ ҹ Ȃ ҩֲḤ ᷅

ҹ ̆ҩֲḤ Һᵣ ҩֲḤ ⁞ ӊ ̆ ᴪ ѿ֓ ᾧ ⱴȂᶛ ̆

‟ ⱴ̆− ҩֲḤ Ⱶᵣ Ҋ ̆ Ḥ

Ȃ ̆ ҩֲḤ Ⱶ ץ ꜛҩֲ ῏ ҩֲḤ ̆ᵖ

Ҍ ԍ ‗ ̆ ‗ ҩֲḤ Ӟ ῀ Ȃ

׆ ῏ ̆ҩֲ ҩֲḤ ̆ᵖ ҩ

ֲḤ Һᵣ ӎ ∞ ᵝ̆ ԍҩֲḤ ᷅ ⱴ ҩֲḤ Һᵣ

ҩֲḤ Ḡ ̆ ѿ Ȃ 

ӊ̆ ԍѿ ̆ᵖ ῒ ᶭ ץ ῃ

‰ Ȃ ԍҩֲḤ ҍҩֲḤ Һᵣ ԅ Ḡ ̆

῏ҩֲḤ ȁ ԍҩֲḤ ΐ Ȃ ῏ҩֲ

Ḥ ᷅ ҹ ҉ ̆↕ ֓ΐ ȁ

῀ҩֲḤ ễ Ȃ 

（二）内心焦虑的损害赔偿 

GDPR ȇҩֲḤ Ḡ ̂ Ȉ̃ ץ ҩֲḤ

ễȂ ȇҩֲ Ḡ Ȉ 168͘169 ₮̆ҩֲḤ ԅ

̂distress Ȃ̃
Ȑ32ȑ ȇ Ȉ↕ ₮̆ ҩֲ

ץ ễȂ
Ȑ33ȑ ᴪ 2020 ȇ ↕Ȉ ↕ ̂emotional 

                                                        
Ȑ32ȑ Data Protection Act 2018̆Article 168 − 169. 

Ȑ33ȑ Telemarketing and Consumer Fraud and Abuse Prevention Act, 15 U.S.C. §§ 6101 − 6108 (2020). 
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harm̃ ҉ ̂chilling effect̃ ↓ҹ ץ Ȃ
Ȑ34ȑ ╠̆

ҩֲḤ ᷅ ῀ ễ ̆ᵖҩֲẫ ҩֲḤ

ȁֲ Ҥ̆ ᴇṿ ҩֲḤ ᷅ ץ ῀ῒҬȂ ̆ ễ

↕⇔ ӊ∆ ⱳ ̆ ṿ Ḡ ץ ễ̆

ץ Ḡ ’̆ ҩֲḤ ῀ ễ ᴋ Ḡ Ȃᶛ ̆

Ҍ ҩֲḤ ΐ ֟ᴇṿ ̆ ץ ҩֲḤ ῀ ễ

Ȃ ԍ ΐ Ҥ ’ ץ ῀ ễ ̆ ױ ץ ѿ

ҩֲḤ ץ ῀ ễ Ȃ 

֟ ῃȁֲ ≠ ҩֲḤ ץ ’Ҋ ̆ᵖ

ҩֲḤ ⱴҤ ҩֲḤ Ḡ ӈⱵȂѿ ҩֲḤ ⌠᷅ ̆

Ӱҩֲ ȁ ῃ ̆ҩֲ ₮ Ӱȁ Ҧȁ ȁ ᴴ

Ȃ ҉ ᵬҹץ ⱬ ̆ᵖ

ễ ҉ ễ̆ Ӟ ễ ‰ ӰȂ

ᶛ ̆ ҩֲḤ ễ׆ 2013 750 Ȑ35ȑ̆ ⌠ԅ 2019 1 ҆
Ȑ36ȑȂ

Ali & Anor v. Channel 5 Broadcastinĝ2019̃ Ҭ̆ ̆ ҩֲḤ

ễ Ҍ ѿ ӊ ễ ̆ 4 450 ⌠ 14 500 ӊ ̆ᵖ ῒΐᵣ

Ҍ ̆ ԍ Һ ∞ Ȃ ᵥ ҩֲḤ

ễ̆ ץ ȇ ֲ ῏ԍ Ԋ᷅ ễ ᴋ Ȉ 10

῏ ᵀȂ ԍῒז ᴆ̆ҩֲḤ ễҌ

‰Ȃ ԍ Ӟ ễ ̆ ץ ễ└ ̆

ҩֲḤ ễҍ ῏└ Ȃ 

四、《个人信息保护法（草案）》相关规则的完善 

（一）构建法定损害赔偿制度 

2020 10 Ὲ ȇҩֲḤ Ḡ ̂ Ȉ̃ 65 Ṣ ԅȇ ῖȈ 1182 ̆

ԍҩֲḤ ễᶭ ŕ᷅ ֲ ŕ ‗ ễ

Ȃ ῤ ҩֲḤ Ḡ ̆ҩֲḤ ᷅ ֲ ’

Ҋ ̆ Ạ Ȃ ԍ ễ̆Ӟ ҹ ễ

↕̆ҹԅ ↕ ̆ ȇҩֲḤ Ḡ ̂ Ȉ̃Ҭᵬ₮ Ȃ 

ᾢ̆ ễ ȂҩֲḤ ᷅ ’Ҍ ̆ῒ

                                                        
Ȑ34ȑ ALI, Principles of the Law, Data Privacy, § 14 (2020). 

Ȑ35ȑ Halliday v. Creation Consumer Finance Ltd. (CCF) [2013] EWCA Civ. 333. 

Ȑ36ȑ Ali & Anor v. Channel 5 Broadcasting Ltd. [2019] EWCA Civ. 677. 
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ễ Ӟ ≢̆ № № ễ└ Ȃ ╠̆ ȇⱴ

Ȉ ễ 100 ᾝ 750 ᾝӊ ̕ ľҩֲ Ḡ

Ŀ ̆ ֲ Ԋᴆ 500 ᾝ҉ץ 2 ҆ᾝץҊ ̕ ȇῈ ‰ Ḥ ֜ Ȉ↕

̆ 1 000 ᾝ ễȂ
Ȑ37ȑ ̆ ԅ ԍῈ

῍ ҩֲḤ Ḡ ץ↕ ̆ῒז ԍҩֲḤ ҙ ↕ ̆ῒ ễ҉ ѿ

5 000 ᾝ 1 ҆ᾝֲ ̆2019 12 ῤ ȇҩֲḤ Ḡ ̂ Ȉ̃Ӟ

̆ҩֲ ҩֲḤ ≠ ץ ̆ ֲ Ԋᴆ 500 ᾝ 1 000

ᾝ ̆ᵖ 2020 10 Ὲ Ҭ ⌠ ῏ Ȃ ҹ̆ ⅞

ễ ԇץ ׆̆ ∞ ễ Ȃ ễ

̆ ԇѿҩ ̆ ץ ֲ Ԋᴆ 500 ᾝ 1 ҆ᾝ

‰ ̆ ᴋ⁞ᾧ ↕ԇץ Ȃ 

ῒ ̆ ễ Ȃ ⅞ ễ ӊ ̆ΐᵣ ễ Ӟ

ΐ ץ̆ ꜛ Ὲ Ȃ ȇⱴ Ȉ

1798.150 ̆ ᵀ ễ ̆ ᴆᴋᵥѿ ₮ ᴋᵥѿ

῏ ’̆ ᵖҌ ԍҌ ҹ Ҥ ȁ ҹ ̆ Ҍ ҹ̆

Ҍ ҹ ̆ Ҍ ҹ ץ ֟ȁ ṽ ‪ṿȂ ҹ̆҉

↕ΐ ѿ Ȃҹԅ ҩֲḤ ῃ ‰ ̆ ץ

Ҋ↓ ᵬҹ ‰̔̂ 1̃ҩֲḤ ῒ ̂̕ 2̃ҩֲḤ ҹ

ῒҤ ̂̕ 3̃ ῒ ̂̕ 4̃ҩֲḤ Һ

ῒ Ȃ 

̆҉ ễץ ᵬҹ ᴆȂ ԍ҉

‰ ̆↕ Ȃ 

（二）构建和完善损害赔偿免责规则 

ԍ ᴋΐ ̆ ᷅ ᴋ ѿ ↕ ҹ ᴋ ץ ҹ

҈ ⁞ᾧȂ ̆ ԍ ễ ΐ Ҍ ̆ ѿ֓

ҹ ҍ ễ ᴋȂ
Ȑ38ȑᵖ ҩֲ̆Ḥ ᷅ ᴋΐ

ץ̆ ⱬԍ ᴋ№ Ḡ ҩֲḤ ῃ ̆ ҩֲḤץ

Ӟ ץ ᴋ̆ᵖ ῒ ᴋ⁞ᾧ ↕ᶭ Ȃᶛ ȇ̆ҩֲḤ Ḡ ̂

Ȉ̃ 65 ̆ҩֲḤ ̆ ⁞ץ ᾧ ᴋȂGDPR

82 3 ̆ └ Ԋᴆ ᴋᵥ ᴋ ῒ̆ Ԋ

                                                        
Ȑ37ȑ Fair and Accurate Credit Transaction Act, 15 U.S.C. §§ 1681 − 1681x. 

Ȑ38ȑ̵ ̷ ≠ ¥ ȇ̔Ώ ȅ Ȇ᷅ ҹ ╠ Ȉ̆ ↔ ȁ ᴟ ̆ ȇ Ȉ2016 1 ̆

283 Ȃ 
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ễ ᴋ ᾧץ Ȃ ȇⱴ Ȉ 1798.150̂2̃b Ӟ ̆ 30 ῤ̆

ᴑҙ ԅ ҹ̆ ᶫԅѿᴍ ӥ ̆ ҹ

⌠ Ҍ̆Ῥ ҹ̆ Ҍ ᴑҙ ҩֲ ᵣ ễ Ȃ ץ̆ GDPR

ҹף ᾧ ҉ ⌠ ᴆȂ 

ҹ̆ ҩֲḤ ễ ᴆҬ̆ ≢ ҹֲ Һ

ᴋȂ ΐ ̆ᵖⱴ ֲ Һ ᴪ ֲ

Ȃ ⱴ ֲ Һ ᴇῒ ҹ ‰̕ⱴ ֲ Һ ᴪ

Ҥ ֟ ̆ѿ ̆ⱴ ֲҺ ̆ Ӟ Ҥ Ȃ
Ȑ39ȑ ҩֲḤ̆ץ

Һ ᴋ⁞ᾧҬ ᵬ Ȃ ԍҩֲḤ ᷅ ᴆ

ᴆҊ ץ ȁ ץ ̆ῒ ᴆ ҩֲḤ Һᵣ ⌠ ̆ ԑ ᵬ₮

Ȃҹ ̆⁞ᾧ ᴋ ↕ ץ ѿ ᵬ₮ Ҋ ̔ ԍ ҩֲḤ ̆ Ҍ

ғ ᶭ ӈⱵȁ ̆ ץ ᾧ ᴋ̕ ԍ ҩֲḤ

̆ Ҍ ғ ᶭ ӈⱵȁ ̆↕ ⁞ץ ҩֲḤ

ễ ᴋȂ 

 

The Legal Rules of Non-pecuniary  
Damage for Personal Information 

 

LIU Yun 
 

Abstract: The non-pecuniary damage of personal information mainly includes the damage of 

external risk and inner anxiety, which are the most common types of damage in the practice of 

personal information infringement. In China, the United States and Europe, there are significant 

differences in the court decisions of personal information non-pecuniary damage, but more and 

more courts begin to recognize that non-pecuniary damage of personal information is compensable. 

The scope of “damage” of non-pecuniary damage is the main direction of expansion in modern 

damage law. The significance and objectivity of non-pecuniary damage are still the necessary 

conditions for personal information damage compensation. As far as the scope of compensation is 

concerned, the risks damage includes the reasonable cost of taking measures to reduce the risk, and 

                                                        
Ȑ39ȑ ȇ̔ ễ ҍ ễ ễ ӊ ∞ĺĺῚ ễҍ ễ Ȉ̆ ȇқ Ȉ

2016 2 ̆ 32 Ȃ 
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the reasonable cost of living increased by the infringement of personal information is regarded as 

risks damage; the anxiety damage is mainly applicable to sensitive personal information that 

carries important property security and personal interests, and it can also be regarded as the 

personal rights and interests of personal information damage to fill the protected value of data 

property that cannot be protected by laws and regulations. Article 65 of the Law on Personal 

Information Protection Law (Draft) needs to construct the legal damage compensation rules, clarify 

the scope of discretionary compensation and the factors of damage compensation; it also needs to 

further improve the strict liability relief rules, and adopt to a more exemption clause for the 

purpose of instruction. 

Keywords: Non-pecuniary Damage;  Risk;  Anxiety;  Damage;  Infringement 
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